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Copyright Notice

This document is protected by USA copyright laws and other laws and is the property of
4IPNET, INC. You may not copy, reproduce, distribute, publish, display, perform, or
modify any part of this publication in any form or by any means without prior written
permission from 4IPNET, INC. You may not alter or remove any copyright or other nofice
from copies of the content. All other brand and product names are claimed or

registered marks of their respective companies or organizations.

All rights reserved.

FCC Caution

This equipment has been tested and proven to comply with the limits for a class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation.
This equipment generates uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to
radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the
following measures:
» Reorient or relocate the receiving antenna.
» Increase the separation between the equipment and receiver.
» Connect the equipment intfo an outlet on a circuit different from that to which the
receiver is connected.

» Consult the dealer or an experienced radio/TV technician for help.

ENGLISH




4lpnet WHG303 Secure WLAN Controller

4ipnet WHG303
Quick Installation Guide

Preface

4ipnet WHG303 Secure WLAN Controller is an
ideal solution for small to medium hotspot
deployments, such as in hotels, hospitals,
convention centers, libraries, airport terminals, and
MDUs/MTUs. The WHG303 integrates “secure
access control”, “visitor account provisioning”,
“flexible accounting and billing”, and “high-speed
secure wireless connection” into one box to fulfill the
needs demanded by a public wireless network. It
also provides advanced functions suitable for larger
networks to accommodate more users with multiple

APs to cover a wider service area.

This Quick Installation Guide provides instructions
and reference materials for getting started with
4ipnet WHG303. This guide will also show how to

connect WHG303 to other network devices.

System Overview

Front Panel

WHG303

ENGLISH

Package Contents

4ipnet WHG303 x 1

Quick Installation Guide x 1

CD-ROM (with User Manual and QIG) X 1
Power Cord x 1

Power Adaptor (12DC, 2A) x 1
Cross-over Ethernet RJ-45 Cable x 1
RS-232 DB9 Console Cable x 1

NS A DN =

& It is recommended to keep the original
packing material for possible future
shipment when repair or maintenance is
required. Any returned product should be
packed in its original packaging to prevent
damage during delivery.

Power : ON indicates the power on, and OFF indicates the power off.
2. Status: Power and Status both ON indicate system ready, OFF indicates BIOS running, and BLINKING

indicates OS running.

WAN : ON indicates connection, OFF indicates no connection, and BLINKING indicates data transmitting.

LAN : ON indicates connection, OFF indicates no connection, and BLINKING indicates data transmitting.
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Rear Panel

1. DC+12V : Attach the power adaptor here.

2. Reset :
o Press and hold the Reset button for about 5 seconds and the LED status indicator on the front panel
will start to blink before restarting the system.
o Press and hold the Reset button for more than 10 seconds and the LED status indicator on the front
panel will start to speed up blinking before resetting the system to default configuration.
3. WAN :
o For connecting to external networks which are not managed by WHG303 via ADSL or Cable
Modem, or connecting to a certain LAN of an organization via Switch or Hub.
4. LAN :
o For connecting to the networks managed by WHG303, such as client networking devices.

o WHG303 supports Service Zone function including Port-Based mode and Tag-Based mode. Under
Tag-Based mode, service zones are distinguished by VLAN tagging instead of physical LAN ports,
and vise versa. By default, the system is in Port-Based mode and all LAN ports are set to the default
service zone.

5. Console : For displaying text data on an extended monitor via a RS-232 DB9 cable.
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Hardware Installation

3

1. Connect the Power adapter to the power socket on the rear panel. The Power LED on the front panel

should be ON to indicate a proper connection.

& Using a non-certified power adapter may damage this system.

2. Connect an Ethernet cable to WAN1 Port on the rear panel. Per your needs, connect the other end of the
cable to a networking device such as ADSL modem, cable modem, switch or hub. The WAN1 LED

indicator should be ON to indicate a proper connection.

3. Connect an Ethernet cable to any LAN Port on the rear panel. Connect the other end of the cable to a PC
for configuring the WHG303 system. The LED indicator should be ON to indicate a proper connection.
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Getting Started

4ipnet WHG303 supports web-based configuration.
Upon the completion of hardware installation,
WHG303 can be configured through a PC by using
its web browser with JavaScript enabled such as

Internet Explorer version 6.0.
Steps:

1. Set DHCP in TCP/IP of the administrator PC
to get an IP address dynamically. Connect the
PC to any LAN Port of WHG303. An IP
address will be assigned to the PC
automatically via the WHG303 built-in DHCP

server.

2. Launch a web browser to access the web
management interface of WHG303 by
entering “https://192.168.1.254” or
“http://192.168.1.254” in the address field.

ﬁiﬁpnet WHG303 - Windows Internet Explorer
@ J v | @] httpsijj192.168.1.254

File Edit Miew Fawarites  Tools  Help

» Note: “https” is used for a secured connection.

3. The following Administrator Login Page will
then appear. Enter “admin” (the default value)
in the Username and Password fields, and

then click Login to log in.
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4ipnet
English |

Usemame: |admin |

Password: [ssess |

[ —

4. The Home Page will appear after a

successful login.

4ipnet‘3 ®logout 7Help
‘ -

To logout, simply click the Logout
button at the upper right hand corner
of the interface to return to the
Administrator Login Page.

» Note:




4lpnet WHG303 Secure WLAN Controller

4ipnet WHG303
Quick Installation Guide

Common Settings

< Setup Wizard >
WHG303 provides a Setup Wizard for quick

configuration. To quickly configure WHG303 by
using the Setup Wizard, click on the Setup

Wizard button to start the configuration process.

Ylogout 7Help

-~

N
\ﬂ
v

\ ~

Step 1: General

e Enter a new password in the New Password
field, and re-enter it again in the Verify
Passwordfield (a maximum of 20 characters
and no spaces allowed in between).

e Select an appropriate time zone from the Time
Zone drop-down list box to set up the system
time.

e C(Click Next to continue.

me Ylogout 7Help

Setup Wizard

General

New Password: |esses

Verify Password: |eeese

Time Zone: [[GIT+08.00]Taipei v]

[ —]

=

For security concern, it is strongly
recommended to change the
administrator's password

Copyright © 4IPNET, INC. All rights reserved.

ENGLISH

Step 2: WAN1 Interface

For setting up both wired WAN and wireless LAN

functions:

e Select a proper type of Internet connection for
WAN1 interface from the following three
available connections: Static, Dynamic, or
PPPoE. Your ISP or network administrator can
advise on the connection type available to you.
Below depicts an example for Dynamic.

e C(Click Next to continue.

#Home Ologout 7 Help

Setup Wizard
WAN1 Interface

Q static (Use the following IP settings)
@ Dynamic (IP settings assigned automatically)
OpproE

.

Step 3: Local User Account (Optional)

New local accounts can be created and added into

the database via this optional function. If local user

accounts are not required, click Skip to go directly
to Step 4. However, It is recommended to create at
least one local user account in order to verify the
system'‘s readiness upon completion of this Setup

Wizard.

e Enter the Username (e.g. “testuser) and
Password (e.g. “testuser”) to create a new
local account.

o Click Nextto continue.

¢ More local accounts can be added by clicking
the Back button in Step 4.
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#rHome B Legout

Setup Wizard

Local User Account (Opticnal)

Username: |testuser

Password: (sssessss

7 Help

Step 4: Confirm and Restart
e (Click Finish to save current settings and
restart the system.

frHome Ylogout

Setup Wizard

Confirm and Restart

Please press Finish button and restart the system.

k a 1 |

| Exit |

THelp

e A confirmation dialog box will then appear.
Click OK to continue.

Windows Internet Explorexr

\‘_?() e you zure wou want to restart the svstem now?

[ ok |l Cancel ]

¢ A Confirm and Restart message will appear
on the screen during the restarting process.
Please do not interrupt the system until the

Administrator Login Page appears.

Copyright © 4IPNET, INC. All rights reserved.
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#Home OlLogout 7Help

Setup Wizard

Confirm and Restart

LI I A

The system is trying to locate a DNS
server at this stage. Therefore, a
longer startup time is required if the
configured DNS cannot be found.

» Note:

o When the following Administrator Login Page
appears, it means the restart process is now

completed.

[English |

Username: |
Password: [ |

————
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< User Login >

To verify whether the configuration of the new local
user account(s) created via the Setup Wizard has

been completed successfully:

1. Connect a client device (e.g. laptop, PC) to any
LAN Port of WHG303. The device will obtain an

IP address automatically via DHCP.

2. Open a web browser on a client device, access
any URL, and then the default User Login
Page will appear.

3. Enter the Username and Password of a local

user account previously generated via Setup
Wizard (e.g. “testuser@local” as the

Username and “testuser” as the Password);

then Click Login.

4lpnet User Login

Username: |testuser

Password: (ssssssss

[JRemember Me

» Note:

1. WHG303 supports multiple authentication
options including built-in local user database
and external authentication database (e.g.
RADIUS). The system will automatically
identify which authentication option is used
from the full username entered.

2. The format of a full (valid) username is
userid@postfix, where “userid” is the user
ID and “postfix” is the name of the selected
authentication option.

3.  Exception: The postfix can be omitted only
when the default authentication option is
used. For example, “LOCAL” is the default
authentication option at this system;

Copyright © 4IPNET, INC. All rights reserved. @
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therefore, you may enter either “testuser” or
“testuser@local” in the Username field.

Congratulation!

The Login Success Page will appear after a client
has successfully logged into WHG303 and has
been authenticated by the system.

The appearance of Login Success Page means
that WHG303 has been installed and configured

properly.

4lpnet User Login
Hello, you are logged in via

testuser@local

To log out, plesse click tha "Logout” button or
dose this window,

Login time: 2008-7-3 13:38:2




4ipnet WHG303

Jipne t WHG303 secure WLAN Controller Quick Installation Guide

ENGLISH

Service Zone — Deployment Example

< Small and Mid-size Business Network Environment >

In a Small and Mid-size Business (SMB) network environment, devices such as switches, hubs, and access points
are commonly used, and Internet connection is usually via an ADSL or a cable modem. WHG303 uses virtual LAN
(VLAN) technology to partition one physical network under its control into nine logical virtual networks, called
Service Zones, including one untagged zone and eight tagged zones. The untagged zone is also referred as the
Default Service Zone in this system, which is always enabled. On the other hand, the other four tagged zones can
be enabled or disabled respectively. By default, port-based configuration is used and all of the four physical LAN

ports are set to use the Default Service Zone.

The figure below demonstrates an example of the SMB network deployed with WHG303. Both LAN and WLAN of
the system can be secured by IPSec VPN. WHG303 will actively establish VPN tunnels while the selected users
are logging in. Not only the traffic within the office network will be protected by IPSec VPN, this VPN module can be
configured to support site-to-site IPSec VPN tunnels across remote branch offices. The same clientless VPN setup
implementation can also be extended to remote users in accessing office network from public Internet via PPTP
VPN tunnels. Once the remote client-to-site PPTP VPN tunnels are established, traveling Employee can connect

back to the office network via reliable, secure connections using their portable devices.

iy o= WHLWD Modem WHG303
External - Account P, W &, ISP1 ey
ﬂ::\h:::\i;ar— |=.‘ Database = gy I Load :\. . _L:L.'f‘-k_ e
(Optional) 7 o ¥ = Balancing -\_\':5 — ‘V_PN “‘m._:a -
L, Ty [ Firewall Modem iy
switch % 7\ ?\\
2 " = i Managed AP - : -
P Switch Gy, ; 9 (b el s
E:—J:‘-O ~Managed AP N e
o ; = iz : _
ke _ % ven ('H\?E‘\ ff"a =~ ,'g:‘/
Mail Server e i A F ke >
Web Server "'dE" VBN \_\_\j) A (‘n_,f)l b
Apsever | paceptionist (- ] :
P > Staff Customer Area
Access to Internal Netwark & Internet Access to Internet Only
Location One

[ Example: Managed network deployment]
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< Port-Based Service Zone Configuration Example >

In Port-Based mode, each LAN port can only serve traffic from one Service Zone. An example of network

application diagram is shown as below: one Service Zone for Guests and one for Employee.

Internet
{ ISP
[ ~ oy e
]
., ¥

Switch

APs e — APs Managed
- APs
™ /..:: { P

Service Zone: Guests Service Zone: Employee

& The switches deployed under WHG303 in Port-Based mode must be Layer 2 switches only.

Configuration Steps:
Step 1: Configure Service Zone 1 for Guests

Assume that LANT1 is assigned to the Service Zone 1 (SZ1) for Guests. Click the System menu and select the

Service Zones tab. Click Configure of SZ1.
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General | WAN1 Y WANZ2 Y WAN Traffic ¥ LAN Port Mapping Y Service Zones

Main Menu * Systemn * Service Zone

Service Zone Settings

Service Zone LAN Port WLAN Applied Default Authen 2
Name Mapping S5ID Encryption Policy Option Status Details
Default @ @ @ @ dipnet Naone Policy 1 Server 1 Enabled

571 DDDD 4'DTEt' MNone Policy 1 Server 1 Disabled
572 DDDD 4”3261:' Nane Policy 1 Server 1 Disabled

Step 2: Configure Basic Settings for SZ1
Check the Enabled radio button of Service Zone Status to activate SZ1.

Enter a name for SZ1 (e.g. “Guests”) in the Service Zone Name field.

General Y WANL1 | WANZ Y WAN Traffic Y LAN Port Mapping | Service Zones

Main Menu = Svystem > Service Zone * Service

Basic Settings

Service Zone Status & Enabled O Disabled

Service Zone Name (Guests -]

Operation Mode @& NAT O Router

Network Interface IP Address : [192.168.11.254 |-

Subnet Mask : |255.255.255.0

Step 3: Configure Authentication Settings for SZ1

Check the Enabled radio button to enable Authentication Required for the Zone.

Check the Default button and Enabled box of Guest Users to set ONDEMAND authentication method as default.
Disable all other authentication options. Then, click Apply to activate the settings made so far. A warning message
“You should restart the system to activate the changes.” will appear at the bottom of the page. Do NOT restart

the system until you have completed all the configuration steps.

Copyright © 4IPNET, INC. All rights reserved.
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Authentication Settings

Authentication Required For @ Enabled © Disabled

the Zone
Auth Option Auth Database Postfix Default Enabled
Server 1 LOCAL local & ﬁ
Server 2 POP3 pop3 O ]
Authentication Options Server 3 RADIUS radius [ &) |
Server 4 LDAP Idap [ &) g
(On-denmnd User COMNDEMAND ondemand ® ]

L1

I sIP MN/A

Step 4: Configure LAN Port Mapping for SZ1
Select the LAN Port Mapping tab from the System menu to enter the LAN Ports and Service Zone Mapping
page. Select Guests from the drop-down list box of LAN1. Click Apply to save the selection.

General | WANI | WAN2 Y WAN Traffic {LaM Port Mapping ' Service Zones

Main Menu > System > Service Zone Port Role

LAN Ports and Service Zone Mapping

Select the mode for Service Zone & Port-Based
(O Tag-Based

Specify a desired Service Zone for each LAN Port:

Guest: v I;;J:f.aul.:IJ I-IIZ.JIefauI;J I:-IIZ.JIe-fauI;J
LAMZ LAM3 LAMNA

LAMNT

A warning message “You should restart the system to activate the changes.” will appear at the bottom of the

page. Do NOT restart the system until you have completed all the configuration steps.
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General Y WAN1 Y WANZ2 N WAN Traffic | LAN Port Mapping Y Service Zones

Main Menu = System > Service Zone Port Rele

LAN Ports and Service Zone Mapping

Select the mode for Service Zone (&) Part-Based
(O Tag-Based

Specify a desired Service Zone for each LAN Port:

I-;B:ests:IJ I-IIZ).IefaLll :IJ I-IIZ.JIefauI;J I-IIZ.)IefauI;J

LAN1 LANZ LANZ LAN4

(‘r'-:-u should restart the system to activate the changes. Restart ]

LAN1 is now configured for Guests.

Step 5: Configure Service Zone 2 for Employee

Assume that LAN2 is assigned to the Service Zone 2 (SZ2) for Employee. Select the Service Zones tab and click
Configure of SZ2.

General | WANT | WANZ | WAN Traffic ' LAN Port Mapping Y Service Zones

Main Menu = System > Service Zone
Service Zone Settings
Service Zone LAN Port WLAN Applied Default Authen i
Name Mapping U Encryption Policy Option ShdRs Details

Default D@ dipnet None Policy 1 Server 1 Enabled

Guests @DDD 4'DTEt' MNone Policy 1 On-demand User  Enabled
522 DDDD 4”32@:' MNone Policy 1 Server 1 Disabled

Step 6: Configure Basic Settings for SZ2

Check the Enabled radio button of Service Zone Status to activate SZ2.

Enter a name for SZ2 (e.g. Employee) in the Service Zone Name field.
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General | WANL Y| WANZ Y WAN Traffic " LAN Port Mapping '{Service Zones

Main Menu = System = Service Zone > Saervice Zone C

onfigurat

o

Basic Settings

Service Zone Status [® Enabled | O Disabled

Service Zone Name (-Emploiwee ]

Operation Mode @& NAT O Router
Network Interface IP Address : [192.168.12.254 |-

Subnet Mask : |255.255.255.0

Step 7: Configure Authentication Settings for SZ2

Check the Enabled radio button to enable Authentication Required for the Zone.

Check the Default button and Enabled box of Server 1to set LOCAL authentication method as default. Disable all
other authentication options. Then, click Apply to activate the settings made so far. A warning message “You
should restart the system to activate the changes.” will appear at the bottom of the page. Do NOT restart the

system until you have completed all the configuration steps.

Authentication Settings

Authentication Required For @ Enabled O Disabled

the Zone
Auth Option Auth Database Postfix Default Enabled
( Server 1 LOCAL local ® ]
Server 2 POP3 pop3 O F'Er
Authentication Options Server 3 RADIUS radius ] F
Server 4 LDAP ldap O O
On-demand User QONDEMAMD ondemand ] F
—
SIP SIP /A

Step 8: Configure LAN Port Mapping for SZ2
Select the LAN Port Mapping tab from the System menu to enter the LAN Ports and Service Zone Mapping
page. Select Employee from the drop-down list box of LAN2. Click Apply to save the selection.
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4 | | A | N Al 7 :
General Y WANL Y WANZ Y WAN Traffic  LAN Fort Mapping | Service Zones |\,
Main Menu > System * Service Zone Port Role
LAN Ports and Service Zone Mapping

Select the mode for Service Zone & Port-Based
(O Tag-Based

Specify a desired Service Zone for each LAN Port:

| Guesk: Y: f_.EmpIG' | I;IE.)IefaLll V I-I[.)lefauI;J

LANT LANZ LAN3 LANS

D ST

A warning message “You should restart the system to activate the changes.” will appear at the bottom of the

page. Click the hyperlink of Restart to restart the system and activate all configurations.

h | |
General Y WAN1

WANZ N WAN Traffic Y LAN Port Mapping | Service Zones
Main Menu > Systemn > Service Zone Port Role
LAN Ports and Service Zone Mapping

Select the mode for Service Zone (3 Port-Based
(O Tag-Based

Specify a desired Service Zone for each LAN Port:

L;E:lests:-J f_ElﬂpIO':I_J I;IIZ.JIefauI v I-I[.JlefauI;J

LANT LANZ LANZ LANS4

{vou should restart the system to activate the changes. Restart )

& Please do not interrupt the system during the restarting process.

Once the settings of two Service Zones are completed, the configured result will be displayed in the Service Zone
Settings page: SZ1 and SZ2 are both enabled.
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General | wan1 | wanz Y WAN Traffic | LAN Port Mapping | Servi

Main Menu > System > Service Zone
Service Zone Settings
Service Zone LAN Port WLAN Applied Default Authen .
Name Mapping 55ID Encryption Policy Option Status Details
Default [ILJBIS]  sipnet None Palicy 1 Server 1 Enabled
Guests @DDD 4'DTEt' None Policy 1 On-demand User  Enabled
Employee D@DD 4|pget— Mone Palicy 1 Server 1 Enabled

For configuration of Tag-based/Port-Based service zone and information, please refer to the
User’s Manual, Appendix D. Service Zone Deployment Example.

P/N: V10020090218
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