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www.4ipnet.com 

The 4ipnet WHG301 S ec u r e WL A N  C o ntr o l l er  w i t h b u i l t -i n 5 0 0  l oc al  ac c ou nt s and  2 , 0 0 0  
on-d em and  ac c ou nt s i s an i d eal  sol u t i on f or  m ed i u m  t o l ar g er -sc al e hot sp ot  d ep l oy m ent s,  
su c h as i n hot el s,  hosp i t al s,  c onv ent i on c ent er s,  l i b r ar i es,  ai r p or t  t er m i nal s,  and  M D U s/  M TU s. 
The W H G 3 0 1  i nt eg r at es “ s ec u r e a c c es s  c o ntr o l ” ,  “ v is ito r  a c c o u nt pr o v is io ning ” ,  “ f l ex ib l e 
a c c o u nting  a nd  b il l ing ” ,  and  “ h ig h -s peed  s ec u r e w ir el es s  c o nnec tio n”  i nt o one b ox  t o 
f u l f i l l  t he need s d em and ed  b y  a p u b l i c  w i r el ess net w or k . I t  al so p r ov i d es ad v anc ed  
f u nc t i ons su i t ab l e f or  l ar g er  net w or k s t o ac c om m od at e m or e u ser s w i t h m u l t i p l e A P s t o 
c ov er  a w i d er  ser v i c e ar ea. 

 
F E A T U R E S  &  B E N E F I T S  
Easy Operation and  R el iab l e I nternet C onnec tion 
� Var i ou s b r oad b and  d ep l oy m ent  op t i ons su p p or t  ( T1 ,  D SL ,  C ab l e)  v i a st at i c  I P ,  D H C P ,  P P P oE ,  and  P P TP . 
� O n-d em and  ac c ou nt  g ener at i on p r ov i d es u ser  ac c ou nt s f or  v i si t or -b ased  op er at i ons. 
� L oad  b al anc i ng  and  W A N  f ai l ov er  f u nc t i ons enhanc e b and w i d t h u t i l i z at i on w i t h r el i ab l e I nt er net  c onnec t i on. 
P ow erf u l  N etw ork  S ec u rity C apab il ities 
� St and ar d s-b ased  d at a enc r y p t i on:  W E P ,  W P A ,  W P A 2 ,  I E E E  8 0 2 .1 X ,  and  I P Sec  VP N . 
� Sec u r e g u est  and  ad m i ni st r at or  ac c ess u si ng  w eb -b ased  l og i n and  ad m i ni st r at i on ov er  SSL . 
� D i v er se u ser  au t hent i c at i on m et hod s,  i nc l u d i ng  L oc al  and  O n-d em and  ac c ou nt s,  P O P 3 ,  L D A P ,  R A D I U S,  W i nd ow s 

D om ai n,  and  SI P  au t hent i c at i on. 
� B u i l t -i n D oS p r ot ec t i on k eep s m al i c i ou s hac k er s f r om  c ol l ap si ng  t he net w or k . 
� Si t e-t o-si t e VP N  t u nnel s ac r oss d i f f er ent  l oc at i ons al l ow  hot sp ot  v enu es t o sec u r el y  c onnec t  w i t h one anot her  and  

shar e t he sam e ac c ou nt  d at ab ase. 
C om preh ensiv e U ser M anag em ent 
� R ol e-b ased  ac c ess c ont r ol  enhanc es t he p r ot ec t i on ag ai nst  m al i c i ou s u ser s.  
� Ser v i c e Z one f u nc t i on p ar t i t i ons a p hy si c al  net w or k  i nt o u p  t o 9  v i r t u al  net w or k s,  eac h w i t h i t s ow n d ef i nab l e ac c ess 

c ont r ol  p r of i l es. H ot sp ot  ow ner s c an p r ov i d e d i f f er ent  c u st om er s and  st af f  w i t h d i f f er ent  l ev el s of  net w or k  ser v i c es. 
� I nd i v i d u al  u ser  b and w i d t h l i m i t  enab l es f l ex i b l e t r af f i c  c ont r ol  f or  d i f f er ent  sc enar i os. 
C entral iz ed  A c c ess P oint ( A P )  M anag em ent 
� C ent r al i z ed  r em ot e c ont r ol  and  au t om at i c  A P  d i sc ov er y . 
� M anag em ent  and  m oni t or i ng  of  m anag ed  A P s v i a w eb -b ased  ad m i ni st r at i on i nt er f ac e,  i nc l u d i ng  A P ’ s sy st em  

set t i ng s,  onl i ne st at u s,  enab l i ng / d i sab l i ng ,  r eset ,  and  f i r m w ar e u p g r ad e. 
� P er i od i c al l y  m oni t or s A P s and  not i f i es ad m i ni st r at or  of  p r ob l em at i c  A P s. 
F l ex ib l e A c c ou nting  and  B il l ing  
� C onf i g u r ab l e b i l l i ng  p r of i l es al l ow  op er at or s t o c u st om i z e b i l l i ng  p l ans f or  on-d em and  u ser s. 
� B i l l i ng  r ep or t  g i v es a su m m ar y  of  t r ansac t i on r ec or d s f or  on-d em and  u ser s. 
� Su p p or t  onl i ne p ay m ent  w i t h c r ed i t  c ar d  t hr ou g h A u t hor i z e.net  and  P ay P al . 
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S P E C I F I C A T I O N S  
 
N etw ork ing  

� S upport N AT  or R outer mode 
� S upport S tatic I P ,  D H CP ,  P P P oE  mode on W AN  interf aces 

and P P T P  (W AN  1 only) 
� Choose f reely w hich L AN  is authentication-enab led L AN  
� S upport N AT :  

(1) I P / P ort destination redirection 
(2) D M Z  server mapping 
(3) V irtual server mapping 
(4) H .323 pass-through 

� B uilt-in w ith D H CP  S erver and support D H CP  relay 
� S upport w alled garden (f ree surf ing z one) 
� S upport M AC-address and I P -address pass-through 
� S upport H T T P  P rox y 
� S upport I P  P lug and P lay (I P  P nP ) 
� S upport conf igurab le static routes 
� Contain b uilt-in hardw are-b ased V P N  accelerator 
� S upport dual uplink s,  outb ound load b alancing and f ailover 

f or more reliab le I nternet connection 
� S upport S I P  pass-through N AT  

 
S ec u rity 

� S upport data encryption:  W E P ( 6 4/ 128-b it),  W P A,  W P A2,  
I P S ec V P N  

� S upport various authentication methods:  W P A-P S K ,  
W P A2-P S K ,  I E E E  802.1X (E AP -M D 5,  E AP -T L S ,  CH AP ,  P E AP ) 

� L ocal I P S ec V P N  tunnels:  120 
� S upport V P N  pass-through (I P S ec and P P T P ) 
� B uilt-in D oS  attack  protection 

 
S erv ic e Z ones 

� T he netw ork  is divided into max imum 9 S ervice Z ones,  each 
def ined b y a pair of  V L AN  tag and E S S I D  

� E ach service z one has its ow n (1) login portal page (2) 
authentication options (3) L AN  interf ace I P  address (4) 
D H CP  address range 

� E ach service z one allow s access to the selected groups 
� E ach service z one assigns a netw ork  policy to each user 

group 
 
U ser M anag em ent and  G u est A c c ou nts 

� S upport 500 local accounts and 2, 000 on-demand 
accounts 

� P rovide on-demand accounts f or visitors 
� S upport L ocal user account roaming 
� Authentication methods supported:  L ocal and O n-demand 

accounts,  P O P 3,  L D AP ,  R AD I U S ,  W indow s D omain,  and S I P  
authentication 

� S ingle-S ign-O n f or W indow s D omain 
� Allow  M AC address and user identity b inding f or local user 

authentication 
� S upport M AC Access Control L ist 
� S upport auto-ex pired guest accounts  
� U sers can b e divided into user groups,  each user group has 

its ow n netw ork  properties,  including b andw idth,  Q oS ,  
accessib le service z ones,  and other privileges 

� S upport Q oS  and W M M  traf f ic types:  V oice,  V ideo,  B est 
E f f ort and B ack ground 

� E ach group (role) may get dif f erent netw ork  policies in 
dif f erent service z ones 

� M ax  concurrent user session (tcp/ udp) limit 
� A setting f or user-idle-timeout 
� Conf igurab le user B lack  L ist 
� E x port/ I mport local users list to/ f rom a tex t f ile 
� D ef inab le session limit in policy puts a cap to each user’ s 

concurrent sessions (tcp/ udp) 
 

A c c ou nting  and  B il l ing  
� S upport local on-demand and ex ternal R AD I U S  server 
� Contain 10 conf igurab le b illing plans f or on-demand 

accounts 
� S upport credit card b illing system b y Authoriz e.net and 

P ayP al 
� P rovide session ex piration control f or on-demand accounts 
� P rovide detailed per-user netw ork  traf f ic history f or b oth local 

and on-demand user accounts 
� S upport automatic e-mail to report netw ork  traf f ic history 

 
S ystem  A d m inistration 

� S upport w eb -b ased management user interf ace 
� P rovide customiz ab le login and logout portal page 
� S S H  remote management 
� R emote f irmw are upgrade 
� N T P  time synchroniz ation 
� M enu driven console management interf ace 
� U tilities to b ack up and restore the system conf iguration 

 
M onitoring  and  R eporting  

� S tatus monitoring of  on-line users 
� I P -b ased monitoring of  netw ork  devices 
� U plink  (W AN ) connection f ailure alert 
� S upport S yslog f or diagnosis and troub leshooting 
� U ser traf f ic history logging 
� T raf f ic history report via email to administrator 
� U sers’  session log can b e sent to f tp or S yslog server 

 
A P  M anag em ent 

� N umb er of  managed AP s:  12 
� P rovide centraliz ed remote management via H T T P / S N M P  

interf ace 
� Auto discovery f or managed AP s 
� E nab le or disab le AP s easily via user interf ace 
� T emplates f or managed AP s 
� M onitor managed AP  f or its status,  the numb er of  associated 

clients,  and R F  inf ormation 
� U pgrade managed AP s centrally,  including b ulk  upgrade 
� M onitor 3rd party non-integrated AP s:  40 

 
P h ysic al  and  P ow er 

� P ow er Adapter:  100~ 220 V AC,  50/ 6 0 H z  
� F orm F actor:  M ini-desk top 
� D imensions (W  x  D  x  H ):  9.6 "  x  5.9"  x  1.8"  (243 mm x  150 mm x  

45.5 mm) 
� W eight:  2.8 lb s (1.29 k g) 

 
C onnec tors and  D ispl ay 

� W AN  P orts:  2 x  10B AS E -T / 100B AS E -T X R J -45 
� L AN  P orts:  8 x  10B AS E -T / 100B AS E -T X R J -45 
� Console P ort:  1 x  R J -11 
� L E D  I ndicators:  1 x  P ow er,  1 x  S tatus,  2 x  W AN ,  8 x  L AN  

 
Env ironm ent 

� O perating T emperature:  0 ~  45 oC 
 

C ertif ic ations 
� CE ,  F CC 
� R oH S  compliance 
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